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CLAIM AMENDMENTS 

1. (Currently amended) A method for biometrically securing access to an electronic system, said 
method comprising the steps of; 

obtaining identification of a user from a smart card presented to the electronic system bv 
said user: 

using a computer notwork to obt ai n accessing a user profile including biometric 
attributes associated with said user from a s e rv e r said smart card : 

prompting a-said user to input to a biometric user interface associated with said 
electronic system at least one biometric attribute randomly selected from said user profile 
containing biometric attributes of said user; and 

permitting said user to perform a user-desired activit y with the electronic svstemf .1 if at 
least one biometric attribute input by said user to said biometric user interface associated with 
said electronic system matches said at least one biometric attribute randomly selected from 
said user profile. 

2. (Previously presented) The method of claim 1 wherein said computer network is a secure 
computer network. 

3. (Previously presented) The method of claim 1 wherein said user profile is stored in a 
biometric broker. 

4. (Previously presented) The method of claim 1 further comprising the steps of: 

obtaining at least one biometric attribute from said user for compilation in said user 
profile; compiling said user profile; and 

storing said user profile in said server accessible by at least one biometric user interface 
associated with said electronic system. 

5. (Original) The method of claim 4 further comprising the step of: 
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permitting said user to modify said user profile. In response to approval of a request by 
said user. 

6. (Previously presented) The method of claim 1 further comprising the step of: 

comparing at least one biometric attribute input by said user to said biometric user 
interface associated with said electronic system with sard at least one biometric attribute 
randomly selected from said user profile. 

7. (Previously presented) The method of claim 6 further comprising the step of: 

subsequently prompting a user to input to said biometric user interface associated with 
said electronic system at least one additional biometric attribute randomly selected from said 
user profile, if at least one biometric attribute previously input by said user to said biometric user 
interface associated with said electronic system does not match said at least one biometric 
attribute previously randomly selected from said user profile. 

8. (Original) The method of claim 1 wherein said electronic system comprises at least one 
wireless device that operates with a wireless network. 

9. (Original) The method of claim 1 wherein said electronic system comprises at least one 
computer workstation operable over an associated network. 

10. (Original) The method of claim 1 wherein said electronic system comprises an automated 
teller machine. 

1 1 .(Original) The method of claim 1 wherein said electronic system comprises a secured entry 
system to a secured environment. 

12. (Original) The method of claim 1 wherein said electronic system comprises a wireless 
network. 

13. (Canceled) 
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14. (Original) The method of claim 1 wherein said electronic system comprises a wireless 
device. 

15. (Previously presented) The method of claim 1 further comprising the steps of: 

identifying at least one defective biometric attribute associated with said user; and 
thereafter prompting a user to input to said biometric user interface associated with said 
electronic system at least one additional biometric attribute randomly selected from said user 
profile containing biometric attributes of said user. 

16. (Original) The method of claim 1 wherein said user-desired activity comprises a financial 
transaction, 

17. {Original) The method of claim 1 wherein said user-desired activity comprises an ATM 
transaction. 

18. (Original) The method of claim 1 wherein said user-desired activity comprises access to a 
secure area. 

19. (Original) The method of claim 1 wherein said user-desired activity comprises access to data 
from said electronic system. 

20. (Original) The method of claim 1 wherein said user-desired activity comprises execution of a 
mechanical activity. 

21 .(Original) The method of claim 1 further comprising the step of: 

initiating access to said electronic system utilizing only one biometric attribute input to 
said electronic system. 

22.(Currently amended) A method for biometrically securing access to an electronic system, 
said method comprising the steps of: 
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obtaining identify cation of a user from a smart card presented to the electronic system bv 
said M?er; 

based on said identification, using a computer network to obtain a user profile 
associated with said user from a remote serve r said user profile including biometric attributes : 
us i ng a computor notwork to obta i n a user prof i le from a - sorvoFy 

prompting a user to input to a biometric user interface associated with said electronic 
system at least two biometric attributes randomly selected from said user profile containing 
biometric attributes of said user; and 

permitting said user to perform a user-desired activit y at said electronic system [ ,1 if 
biometric attributes input by said user to said biometric user interface associated with said 
electronic system matches said at least two biometric attribute randomly selected from said 
user profile. 

23.(Currently amended) A system for biometrically securing access to an electronic system, 
said system comprising: 

an electronic system adapted to permit a user to perform a user-desired activity if at 
least one biometric attribute input bv the user to said biometric user interface matches said at 
least one biometric attribute randomly selected from a user profile accessible bv the electronic 
system from a smart card presented to the electronic system by the user, oorvor o computor 
ee^e*, wherein said smart card is adapted to store at least one user profile including 
biometric attributes IM and capab le of a l lowing at l ooct ono biom e tric us e r int e rfac e associat e d 
wife provide s aid electronic system also conn e ct e d to sa i d comput e r n e twork to access to said 
at least one user profile; 

a smart card reader associated with said electronic system: and 

a biometric user interface associated with said electronic system and oonnoctod to caid 
computor notwork that accoGc e s a u se r prof ile stored - O R^ said scrvor that contains b i om e tric 
attributes of oaid us e r a nd th a t prompt s adapted to enable said user to input at least one 
biometric t o said electronic system for comparison to a t least one biometric attribute randomly 
selected bv said electronic system from said user profile; [andj 

wherein said a fl^electronic system is, adapted to permit fa r perm i tt i ng said user to 
perform a user-desired activity, if at least one biometric attribute input by said user to said 
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biometric user interface matches said at least one biometric attribute randomly selected from 
said user profil e by said electronic system . 

24. {Cancelled). 

25. (Previously presented) The system of claim 23 wherein said user profile is accessible from a 
biometric broker via a secure network connection. 

26. (Previously presented) The system of claim 23 wherein: at least one biometric attribute is 
obtained from said user for compilation in said user profile. 

27. (Previously presented) The system of claim 23 wherein said user is permitted to modify said 
user profiler in response to approval of a request by said user. 

28. (PreviousIy presented) The system of claim 23 further comprising; 

module for comparing at least one biometric attribute input by said user to said biometric 
user interface associated with said electronic system with said at (east one biometric attribute 
randomly selected from said user profile. 

29. (Previously presented) The system of daim 28 further comprising: 

module for subsequently prompting said user to input to said biometric user interface 
associated with said electronic system at least one additional biometric attribute randomly 
selected from said user profile, if at least one biometric attribute previously input by said user to 
said biometric user interface associated with said electronic system does not match said at 
least one biometric attribute randomly previously selected from said user profile. 

30. (Original) The system of claim 23 wherein said electronic system comprises at least one 
wireless device that operates with a wireless network. 

31. (Currently amended) The system of claim 23 wherein said electronic system comprises at 
least one computer workstation accessible over said computer network. 
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32. (Original) The system of claim 23 wherein said electronic system comprises an automated 
teller machine. 

33. (Original) The system of claim 23 wherein said electronic system comprises a secured entry 
system to a secured environment. 

34. (Previously amended) The system of claim 23 wherein said computer network comprises a 
wireless network. 

35. (Cancelled). 

36. (Original) The system of claim 23 wherein said electronic system comprises a wireless 
device. 

37 (Previousiy presented) The system of claim 23 further comprising: 

module for identifying at least one defective biometric attribute associated with said 
usen and 

wherein said user is thereafter prompted to input to said electronic system at least one 
additional biometric attribute randomly selected from a user profile containing biometric 
attributes of said user. 

38. (Original) The system of claim 23 wherein said user-desired activity comprises a financial 
transaction. 

39. {Original) The system of claim 23 wherein said user-desired activity comprises an ATM 
transaction. 

40. (Original) The system of claim 23 wherein said user-desired activity comprises access to a 
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secure area. 

41 .(Original) The system of claim 23 wherein said user-desired activity comprises access to 
data from said electronic system. 

42. {Original) The system of claim 23 wherein said user-desired activity comprises execution of 
a mechanical activity. 

43. (Original) The system of claim 23 wherein access to said electronic system is initiated 
utilizing only one biometric attribute input to said electronic system. 

44. (Currently amended) A system for biometrically securing access to an electronic system, 
said system comprising: 

an electronic system adapted to permit a user to perform a user-desired activity if at 
least one biometric attribute input bv the user to said biometric user interface matches said at 
least one biometric attribute randomly selected from said user profile accessible by the 
electronic system over a computer network from a remote server, said electronic system 
including access to a remote server ee nn e ct e d to t hrough electronic connection to a computer 
network that-4 s. and said remote server adapted to store at least one user profil e including 
biometric attributes^ ] and k? oapab l o of al l owing at l east on e biom e tr i c us e r int e rface assoo i atod 
with provide said electronic system a nd conn e ct e d to sa i d comput e r notwork to access to said 
at least one user profile; 

a smart card reader associated with said electronic system: and 
a biometric user interface associated with said electronic system and connect od to caid 
comput e r network-that aooooooo o ucor profil e stor e d on sa i d s e rv e r that containG b i omotrio 
attr i but e s of ca i d ucor and that prompts adapted to enable said user to input at least one 
biometric t o said biometric user interface for comparison to at least two biometric attributes 
randomly selected bv said electronic system f rom said user profile; [and] 
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wherein said a ft-electronic system is adapted to permit f or pormittfnq said user to 
perform a user-desired activity, if at least one biometnc attribute input by said user to said 
biometric user interface matches said at least one biometnc attribute randomly selected from 
said user profil e by said electronic system . 
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